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Frauds committed 
directly against 

individuals are
estimated at around 
£6.8 billion per 

year
Annual Fraud Indicator, 2017

7KLV�ERRNOHW�IRFXVHV�VSHFLʳFDOO\�RQ�IUDXG�DQG�VFDPPLQJ��KRZHYHU�
cybercrime acts as a wider umbrella term, encompassing a range 
RI�FULPLQDO�DFWLYLW\��&\EHUFULPH�FDQ�EH�VLPSO\�GHʳQHG�DV�FULPLQDO�
activities carried out via the use of electronic devices, the internet 
and other forms of information and communications technology. 
7KH�LQFUHDVLQJ�XVH�RI�FRPSXWHUV�DQG�VPDUWSKRQHV�KDV�IDFLOLWDWHG�D�
growth in the use of these systems as enablers of all types of crime, 
including: economic related cybercrime; organised crime; malicious 
and offensive communications; cyber stalking and harassment; and 
cyber terrorism.

Whether you use the term ‘fraud’ or ‘scam’, the goal for the 
perpetrators of these offenses are always the same: to gain an 
DGYDQWDJH��W\SLFDOO\�ʳQDQFLDOO\��RYHU�RWKHUV�XVLQJ�GHFHSWLYH�
means. Scams come in varying forms across varying mediums 
but all involve deliberate deception, intending to mislead and 
often appealing to visceral needs and desires, in order to trick 
WKH�LQWHQGHG�WDUJHW�IRU�ʳQDQFH�JDLQ�

Cyber Fraud can be broadly categorised into two 
distinct categories: cyber-dependent fraud and     
cyber-enabled fraud.

�)UDXG�$FW������VWDWHV�WKDW�IUDXG�LV�
FRPPLWWHG�LQ�WKUHH�VSHFLʳF�ZD\V�ZLWK�
different types of scams falling into each 
category:  

(a) Fraud by false representation
(b) Fraud by failing to disclose information
�F��)UDXG�E\�DEXVH�RI�SRVLWLRQ��)UDXG�$FW��
������&KDSWHU��������

���� I L��

FRAUD ACT 2006  

 

THE CONSUMER PROTECTION 
FROM UNFAIR TRADING 

REGULATIONS 2008
The Consumer Protection from Unfair 
Trading Regulations 2008 makes 
misleading actions or omissions by traders 
a criminal offence. If a trade, business or 
service interaction is untruthful, likely 
to deceive, lead to a person engaging in 
a transaction they would not normally 
do, or hides or leaves out crucial 
LQIRUPDWLRQ��$JH�8.���������7KLV�LQFOXGHV�
unscrupulous behaviour by legitimate 
traders.



Fraudulent activity that can only be committed via the use of information communications 
WHFKQRORJ\��SULPDULO\�WDUJHWLQJ�FRPSXWHUV�DQG�QHWZRUNV��7KLV�W\SH�RI�F\EHU�FULPH�SRVHV�WKH�JUHDWHVW�
threat to public services and businesses but can also affect individuals due to the collection of 
personal data, leading to further fraudulent activity.

Hacking: 7KH�XQDXWKRULVHG�XVH�RI��RU�
access into, computers and networks, by 
H[SORLWLQJ�YXOQHUDELOLWLHV��7KLV�DFFHVV�
can then be used to gather personal data 
and information, of which the impact can 
EH�VLJQLʳFDQW�ʳQDQFLDO�ORVVHV�IRU�ODUJHU�
organisations, but can also result in the 
SHUVRQDO�DQG�ʳQDQFLDO�GDWD�RI�LQGLYLGXDOV�
being compromised, leading to further 
fraudulent activities.

Disruption of Computer Functionality: Often referred 
WR�DV�ȣPDOZDUHȤ�DQG�GLVWULEXWHG�E\�XQVROLFLWHG�RU�MXQN�
mail. Malicious software is designed to interfere with 
how computers and networks function, most frequently 
VHHQ�LQ�WKH�IRUP�RI�YLUXVHV��ZRUPV��7URMDQV��VS\ZDUH�
and ransomware. Malware performs functions such as; 
undertaking hidden or unauthorised actions, damaging 
RU�GHOHWLQJ�KDUGZDUH��VRIWZDUH�RU�ʳOHV��JDWKHULQJ�
sensitive and personal information or monitoring 
activity. 

The primary types of cyber-dependent crimes are:

2WKHU�W\SHV�RI�'LVUXSWLRQ�RI�&RPSXWHU�)XQFWLRQDOLW\��VXFK�DV�'HQLDO�RI�6HUYLFH��'R6��DQG�'LVWULEXWHG�
'HQLDO�RI�6HUYLFH��''R6��DWWDFNV��PRVW�IUHTXHQWO\�DLPHG�DW�RUJDQLVDWLRQV�DQG�EXVLQHVVHV�UDWKHU�WKDQ�
LQGLYLGXDOV��DUH�GHVLJQHG�WR�LQWHUUXSW�RU�VXVSHQG�VHUYLFHV�DQG�V\VWHPV�DQG�PDNH�ZHE�EDVHG�VHUYLFHV�
unavailable to users.

Cyber-Dependent Fraud

Cyber-enabled 
frauds are the most 

common form of 
all cybercrime and 
fraud offences with 
over half of fraud 

incidents reported in 
the Crime Survey for 
England and Wales 
being cyber related 

(ONS, 2018).

Offenses which can be committed without the use of 
information communications technology but can be increased 
in their scale, impact and reach by the use of computers and 
FRPSXWHU�QHWZRUNV��&\EHU�HQDEOHG�IUDXGV�DUH�VLPLODU�WR�WKRVH�
carried out via other mediums, such as mail, telephone and 
doorstep scams, but can often target individuals on mass, 
increasing the number of potential targets.  

7KLV�VHFWLRQ�ZLOO�ORRN�DW�WKH�PRVW�FRPPRQ�W\SHV�RI�F\EHU�
HQDEOHG�IUDXG�DQG�SURYLGH�VRPH�H[DPSOHV��7KLV�LV�E\�QR�PHDQV�
DQ�H[KDXVWLYH�OLVW�DQG�RQH�W\SH�RI�IUDXG�FDQ�RYHUODS�ZLWK�
DQRWKHU��&\EHU�HQDEOHG�IUDXGV��DV�ZLWK�PDLO�DQG�WHOHSKRQH�
frauds, are constantly evolving as the public becomes aware 
DQG�DV�VFDPPHUV�DGDSW��$FWV�RI�IUDXG��KRZHYHU��GR�IROORZ�FHUWDLQ�
SDWWHUQV�RI�EHKDYLRXU��7KLV�VHFWLRQ�LV�GHVLJQHG�WR�KHOS�\RX�VSRW�
WKH�FRPPRQ�LGHQWLʳDEOH�VLJQV�RI�VFDPV�DQG�WDNH�DSSURSULDWH�
action.  

Offfffffefefensnsnnsnsnsnses whihihihich can bbbbe commiiitittteddddd wiiii hththhoutt hhhththe us
Cyber -Enabled Fraud

The majority of cyber-enabled frauds can be aligned with the following four broad 
categories:

Bank and Credit 
Card Fraud

Consumer and 
Retail Fraud 

Authorised Push 
Payment Scams

Advance Fee 
Fraud



&\EHU�IUDXG�FDQ�EH�WDUJHWHG�DW�DQ\RQH��IURP�LQGLYLGXDOV�WR�FRPSDQLHV�DQG�RUJDQLVDWLRQV��&\EHU�
dependent fraud tends to be targeted at businesses and organisations where vast amounts of 
GDWD�FDQ�EH�DFFHVVHG�DQG�KDUYHVWHG��ZKHUHDV�F\EHU�HQDEOHG�IUDXG�LV�PRUH�IUHTXHQWO\�WDUJHWHG�DW�
LQGLYLGXDOV��+RZHYHU��WKHVH�WZR�W\SHV�RI�IUDXG�DUH�QRW�PXWXDOO\�H[FOXVLYH�DQG�PD\�LQWHUDFW�RQ�D�
SUDFWLFDO�OHYHO��IRU�H[DPSOH��SHUVRQDO�LQIRUPDWLRQ�REWDLQHG�IURP�RUJDQLVDWLRQV�PD\��LQ�WXUQ��EH�XVHG�WR�
target individuals.

Who does cyber fraud affect?

How big is the problem?
����PLOOLRQ�LQFLGHQWV�RI�IUDXG�ZHUH�UHSRUWHG�LQ�WKH�\HDU�HQGLQJ�6HSWHPEHU�������DPRXQWLQJ�WR�DOPRVW�
a third of all reported crimes in that same year. Fraud offence data was collated by the National Fraud 
,QWHOOLJHQFH�%XUHDX��1),%��IURP�WKUHH�UHSRUWLQJ�ERGLHV��$FWLRQ�)UDXG�DQG�WZR�LQGXVWU\�ERGLHV��&LIDV�
DQG�8.�)LQDQFH��&\EHU�UHODWHG�IUDXG�DFFRXQWHG�IRU�RYHU�KDOI�RI�UHSRUWHG�IUDXG�LQFLGHQWV�GXULQJ�WKLV�
SHULRG��D�WRWDO�RI�����PLOOLRQ�LQFLGHQWV����

7KH�&ULPH�6XUYH\�IRU�(QJODQG�DQG�:DOHV��216��������UHSRUWHG�D�����GHFUHDVH�LQ�WKH�QXPEHU�RI�
YLUXVHV�EHLQJ�UHSRUWHG�LQ�WKH�\HDU�HQGLQJ�6HSWHPEHU�������LQ�FRPSDULVRQ�ZLWK�WKH�SUHYLRXV�\HDU��
+RZHYHU��WKH�QXPEHU�RI�LQFLGHQWV�LQYROYLQJ�ȦXQDXWKRULVHG�DFFHVV�WR�SHUVRQDO�LQIRUPDWLRQȧ�KDV�
UHPDLQHG�UHODWLYHO\�FRQVLVWHQW��ZLWK���������RIIHQFHV�EHLQJ�UHSRUWHG��

1.9 million 
incidents of 

Cyber-related 
frauds were 

reported in the 
year ending 
September 

2018. 
(ONS, 2018)



Everyone! Fraudsters target different age 
groups depending on the type of fraud. Cifas 
�������UHSRUWHG�WKDW�FULPLQDOV�WDUJHW�\RXQJHU�
people to become money mules, which are 
individuals who allow their bank account to 
be used to move the proceeds of crime. Over 
�������PXOH�DFFRXQWV�ZHUH�LGHQWLʳHG�LQ�
������ZKLFK�ZDV�DQ�LQFUHDVH�RI�����IURP�WKH�
SUHYLRXV�\HDU��DQG�����RI�ZKLFK�ZHUH�KHOG�E\�
PDOHV���+RZHYHU��LQGLYLGXDOV�RYHU�WKH�DJH�RI�
���ZHUH�PRVW�OLNHO\�WR�EH�YLFWLPV�RI�DFFRXQW�
takeovers, whilst individuals between the 
DJHV�RI����DQG����VDZ�D�KLJKHU�RFFXUUHQFH�RI�
impersonation. 

)RU�IXUWKHU�LQIRUPDWLRQ��SOHDVH�VHH�7KH�
)UDXGVFDSH��&LIDV���������

Fraud against older people  
Factors associated with older age such as bereavement, cognitive impairment, social isolation and 
SRYHUW\�FDQ�LQFUHDVH�VXVFHSWLELOLW\�WR�UHVSRQGLQJ�WR�VFDP�DSSURDFKHV��$JH�8.���������,Q�DGGLWLRQ��WKH�
LQFUHDVLQJ�XVH�RI�WKH�LQWHUQHW�DQG�H�FRPPXQLFDWLRQV�KDV�SURYLGHG�FULPLQDOV�ZLWK�D�QHZ�ZD\�WR�WDUJHW�
D�JOREDO�DXGLHQFH��&KDQJ���������%HWZHHQ������DQG�������WKH�WRS���W\SHV�RI�IUDXG�DIIHFWLQJ�WKH�������
age group were computer software service fraud, advance fee frauds, online shopping and auctions 
DQG�FRPSXWHU�YLUXV�PDOZDUH�VS\ZDUH��7KHVH�ʳJXUHV�GHPRQVWUDWH�SDUWLFXODU�YXOQHUDELOLWLHV�IRU�WKLV�DJH�
group relating to cyber scamming.   

/RQHOLQHVV�DQG�VRFLDO�LVRODWLRQ�KDYH�EHHQ�LGHQWLʳHG�DV�FRQWULEXWRU\�IDFWRUV�WR�VXVFHSWLELOLW\�WR�VFDPV�
DQG�IUDXG��ZLWK�VRFLDOO\�LVRODWHG�ROGHU�DGXOWV�EHLQJ�SDUWLFXODUO\�VXVFHSWLEOH�WR�ʳQDQFLDO�VFDPPLQJ�
�/XEEHQ�HW�DO���������+RZHYHU��ORQHOLQHVV�DQG�VRFLDO�LVRODWLRQ�DUH�QRW�H[FOXVLYH�WR�ROGHU�DGXOWV��DV�
individuals of any age who do not have a social network may have a limited awareness of scams and 
there may be fewer opportunities for other people to notice, identify or intercept scams. 

<RX�GR�QRW�QHHG�WR�EH�VRFLDOO\�LVRODWHG�WR�EH�D�WDUJHW�RI�F\EHU�VFDPPHUV��$FWLRQ�)UDXG�UHFRUGHG�DQ�
overall rise in computer misuse, particularly in respect to hacking via the use of social media and email, 
ZKLFK�KDV�LQFUHDVHG�E\������ZLWK�������RIIHQFHV�UHSRUWHG�RYHU�WKH�SUHYLRXV����PRQWKV���
 

Anyone who is online 
has the potential to 
fall victim to cyber 
scamming! The vast 
majority of us are 

online in one way or 
another and therefore a 

potential target.



The 2018 Global Fraud and Identity Report, 
Experian, 2018.

 Device ownership 

��� 6PDUWSKRQH������
��� /DSWRS������
��� 7DEOHW�������
4. 3&������
��� 6PDUWZDWFK�������
��� 6PDUWKRPH�GHYLFH������

Top Activities on Devices  
��� 2QOLQH�VKRSSLQJ������
��� 3HUVRQDO�%DQNLQJ������
��� 3OD\�9LGHR�*DPHV������
4. $SSO\�IRU�'ULYHUȤV�/LFHQVH�������
��� *HW�TXRWHV�%X\�,QVXUDQFH������
��� $SSO\�IRU�&UHGLW�&DUGV��/RDQV������
��� )LOH�7D[HV�������
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Over half of the 
fraud incidents 
reported in last 

year’s CSEW were 
reported to be cyber 

related.

Scammers appeal to basic human needs and motivations such as opportunities which lead 
WR�ʳQDQFLDO�VHFXULW\�RU�FRPSDQLRQVKLS�ZKLFK�HQYRNH�HPRWLRQDO�UHVSRQVHV��7KH�SHUVXDVLYH�
techniques used by scammers are designed to elicit visceral responses, which can encourage quick 
or unwise decision making, stopping individuals from thinking about the scam for long enough to 
consider the risks or credibility. Older people may demonstrate some additional vulnerability to 
cyber scams but they are not alone. 

Why peoplee respond too sccammmss?

Social Engineering: criminals often use social 
engineering tactics to trick customers into 
revealing their online banking security details, 
WKURXJK�VFDP�SKRQH�FDOOV��WH[WV�DQG�HPDLOV��0RVW�
of us tend to want to be helpful and cooperative; 
fraudsters and scammers take advantage of this 
and will skilfully manipulate targets to divulge 
SHUVRQDO�LQIRUPDWLRQ��7KLV�LV�RIWHQ�DFKLHYHG�
through impersonation of a legitimate organisation, 
VXFK�DV�EDQNV��+05&��79�OLFHQFLQJ�RU�D�JRYHUQPHQW�
department.  



Social Media
0DQ\�SHUSHWUDWRUV�DLPLQJ�WR�FRPPLW�ʳQDQFLDO�IUDXG�ȣKLGHȤ�EHKLQG�WKH�IDFW�WKDW�WKH\�PD\�QRW�EH�UHDGLO\�
LGHQWLʳDEOH�E\�WKHLU�VRFLDO�PHGLD�DFFRXQWV��ZKLFK�LV�ZK\�WKHVH�PHWKRGV�DUH�RIWHQ�XVHG�WR�DSSURDFK�
targets. 

It is vital that you frequently review what information 
exists online about you - review all the privacy and security 
settings on your social media pages regularly

It takes less than a second to click on a link in a tweet, or a post 
on your social media or in a direct message – either advertising 
a gift or special offer – or, ironically, warning you to take action 
WR�DYRLG�VRPH�NLQG�RI�ʳQDQFLDO�ORVV��7KLV�FRXOG�DSSHDU�WR�EH�
from anybody, including a trusted contact, if their social media 
DFFRXQW�KDV�EHHQ�FRPSURPLVHG�RU�LGHQWLW\�VSRRIHG���7KH�OLQN�
PLJKW�WDNH�\RX�WR�D�ZHEVLWH�UHTXHVWLQJ�FRQʳGHQWLDO�LQIRUPDWLRQ�
about you, or cause your device to be infected with malware. 
$OWHUQDWLYHO\��WKH�SRVW��WZHHW�RU�PHVVDJH�PD\�LQVWUXFW�\RX�WR�
PDNH�D�SKRQH�FDOO�WR�D�VSHFLʳHG�QXPEHU��ZKLFK�FDQ�HLWKHU�
UHVXOW�LQ�FRQʳGHQWLDO�GHWDLOV�EHLQJ�UHTXHVWHG��RU�EH�WR�D�UDWH�
QXPEHU�UHVXOWLQJ�LQ�H[RUELWDQW�FKDUJHV�EHLQJ�DGGHG�WR�\RXU�
phone bill. 

If you are affected: gather and document as much evidence as you can and report the incident to the 
police and seek help and support from relevant organisations.

Find further advice on this here:

• https://www.facebook.com/help/safety
• KWWSV���KHOS�WZLWWHU�FRP�HQ�VDIHW\�DQG�VHFXULW\�DFFRXQW�VHFXULW\�WLSV
• https://myaccount.google.com/security
• https://help.instagram.com/
• KWWSV���VXSSRUW�VQDSFKDW�FRP�HQ�*%�D�SULYDF\�VHWWLQJV�

Most social networking 
VLWHV��IRU�H[DPSOH�)DFHERRN��
have a means of reporting 
VXFK�LVVXHV��7ZLWWHU�LV�DOVR�
LQWURGXFLQJ�DQ�LQ�7ZHHW�
ȣ5HSRUW�$EXVHȤ�EXWWRQ�DFURVV�
all apps and its website.

Some of the risks include: 

• Identity theft – having 
your credentials controlled 

• Account hijacking ��KDYLQJ�
your online accounts being 
taken over 

• Data theft - having your 
contact details obtained 
and used

Get Safe Online’s top 5 risks to be aware of:

• Different social media channels might require different levels of 
privacy. )RU�H[DPSOH��)DFHERRN�VHWWLQJV�VKRXOG�EH�RQ�SULYDWH�DV�
WKH�ZD\�ZH�XVH�WKH�SODWIRUP�LV�GLIIHUHQW�WR�7ZLWWHU�RU�,QVWDJUDP�

• Think twice about posts and photos you’re sharing. Driving 
licences, passports, letters and other documents contain sensitive 
information that you need to prove your ID.

• When you enter your details to a website or app, always check 
terms and conditions, and even then be careful what you’re 
agreeing to others knowing about you or your account.

• Posting and sharing photos of when you’re away on holiday or 
business could be signalling that your home is empty. 5HPHPEHU�
that today’s burglars are as social media savvy as you are.

• Turn off location services in app settings on your devices: social 
media apps, cameras and others that might reveal location. 7KLV�
LVQȤW�MXVW�DERXW�SULYDF\��EXW�\RX�DQG�\RXU�IDPLO\ȤV�SHUVRQDO�VDIHW\�

Written by Stevie Corbin-Clarke



Authorised Push Payment (APP) Scams
Authorised push payment scams (APP) are where a person is tricked into authorising the transfer 
RI�PRQH\�LQWR�DQ�DFFRXQW�FRQWUROOHG�E\�WKH�IUDXGVWHU��8.�ʳQDQFH�GDWD�RQ�$33�IUDXG�VKRZ�WKHUH�ZHUH�
�������FDVHV�DQG�WRWDO�ORVVHV�RI�e����PLOOLRQ�LQ�������LQFUHDVLQJ�WR�e����PLOOLRQ�LQ��������

Individuals are convinced by the scammer to:
• a) transfer funds to another person, but are instead deceived into transferring the funds to a

different person or;
• b) transfer funds to another person for what they believed are legitimate purposes but which were

in fact fraudulent.

The most 
common type 
of APPs are 

impersonation 
scams, typically 
impersonating 
RIʳFLDO�ERGLHV�
such as Banks, 

HMRC or TV 
licensing agency. 

'XULQJ�0DUFK��$SULO�DQG�0D\�������
+05&�UHFHLYHG�QHDUO\���������
reports of phishing and made over 
������UHTXHVWV�WR�KDYH�ZHEVLWHV�
shut down.

$FFRUGLQJ�WR�2IFRP�
&RPPXQLFDWLRQV�0DUNHW�5HSRUW�
����������RI�������\HDU�ROGV�
owned a smartphone last year and 
����RI�WKRVH�DJHG�RYHU�����RZQHG�
a smartphone in the same period. 
Smartphones are often how many 
PHPEHUV�RI�WKH�SXEOLF�UHFHLYH�WH[W�
and email scams.

7KH�WD[�DXWKRULW\�LV�XUJLQJ�DQ\RQH�
who knows someone that could be 
vulnerable to scams to warn and 
prepare them. 

HMRC’s top tips:
• Recognise the signs - genuine organisations like banks
DQG�+05&�ZLOO�QHYHU�FRQWDFW�\RX�RXW�RI�WKH�EOXH�WR�DVN�IRU�
your PIN, password or bank details.

• Stay safe ��GRQȤW�JLYH�RXW�SULYDWH�LQIRUPDWLRQ��UHSO\�WR�
WH[W�PHVVDJHV��GRZQORDG�DWWDFKPHQWV�RU�FOLFN�RQ�OLQNV�LQ�
HPDLOV�\RX�ZHUHQȤW�H[SHFWLQJ�

• Take action ��IRUZDUG�VXVSLFLRXV�HPDLOV�DQG�GHWDLOV�RI�
VXVSLFLRXV�FDOOV�FODLPLQJ�WR�EH�IURP�+05&�WR�SKLVKLQJ#
KPUF�JRY�XN�DQG�WH[WV�WR��������,I�\RX�KDYH�VXIIHUHG�
ʳQDQFLDO�ORVV�FRQWDFW�$FWLRQ�)UDXG�RQ���������������RU�
use their online fraud reporting tool.

• Check GOV.UK for information on how to avoid and
UHSRUW�VFDPV�DQG�UHFRJQLVH�JHQXLQH�+05&�FRQWDFW�
Action Fraud, Springtime tax scams target young and
vulnerable, warns HMRC, 24/04/2017

HHMMMRRCCCCC SSSccam 

&RQʳUPDWLRQ�RI�3D\HH��&R3���$W�SUHVHQW��RQO\�WKH�DFFRXQW�QXPEHU�DQG�VRUW�FRGH�QHHG�WR�PDWFK�IRU�
payments to be successful, meaning fraudsters pose as someone legitimate to trick victims into 
SD\LQJ�WKHP�PRQH\��7KH�SURSRVHG�&RQʳUPDWLRQ�RI�3D\HH�V\VWHP�PHDQV�DQ\RQH�PDNLQJ�D�SD\PHQW�
ZLOO�EH�DOHUWHG�LI�WKH�QDPH�GRHV�QRW�PDWFK�WKH�DFFRXQW��FXWWLQJ�GRZQ�RQ�WKH�QXPEHU�RI�$33�VFDPV�LQ�
which people are conned into sending money into a scammers account. 

ll

Contingent Reimbursement Model Code for Authorised Push Payment 
Scams
7KH�$XWKRULVHG�3XVK�3D\PHQW��$33��6FDPV�6WHHULQJ�*URXS�KDV�DJUHHG�D�
YROXQWDU\�FRGH�RI�JRRG�SUDFWLFH�WR�DGGUHVV�$33�IUDXG�

Payment service providers that sign up to the Code will commit to:

• protecting their customers, including procedures to detect, prevent and
UHVSRQG�WR�$33�IUDXG��ZLWK�D�JUHDWHU�OHYHO�RI�SURWHFWLRQ�IRU�FXVWRPHUV�
considered to be vulnerable to this type of fraud; and

• SUHYHQWLQJ�DFFRXQWV�IURP�EHLQJ�XVHG�WR�ODXQGHU�WKH�SURFHHGV�RI�$33�
fraud, including procedures to prevent, detect and respond to the receipt
of funds from this type of fraud.



TV License - Still Pending

After the last annual calculation we have 
determined that you are eligible to recieve a 
tv license refund. Due to invalid account 
detail records, we were unable to credit your 
account.

Please submit the tv licence request and allow 
us 2-4 weeks for the amount to be credit to 
your account

Click “Refund Me Now” and follow the steps in 
order to have us process your request. 

Refund me Now Ö

Best regards,

TV License

Impersonal 
greeting

Poor spelling 
and grammar

Catchy phrase

Link to clone 
TV Licensing 

website

,Q�������$FWLRQ�)UDXG�KDG�RYHU�������UHSRUWV�
of this scam. If you receive one of these emails, 
please delete it and do not click any of the links 
they contain.

Finally, if you have clicked any of the links and 
VXEPLWWHG�SHUVRQDO�RU�ʳQDQFLDO�LQIRUPDWLRQ��
UHSRUW�LW�LPPHGLDWHO\�WR�$FWLRQ�)UDXG�RQ������
����������,I�\RX�JDYH�DQ\�EDQN�GHWDLOV��\RX�ZLOO�
also need to ring your bank straight away.

7KH�HPDLOV�XVH�FDWFK\�VXEMHFW�OLQHV�DQG�
phrases like ‘refund’, ‘renew now’ or ‘security 
alert’ to pressure victims into clicking 
through to the cloned site.

7KH�JUDPPDU�DQG�VSHOOLQJ�
may also be poor.

7KH�IDNHV�WHQG�WR�EHJLQ�ZLWK�DQ�
impersonal greeting, rather than using the 
YLFWLPȤV�UHDO�QDPH��*HQXLQH�79�/LFHQVLQJ�
emails will include your real name.

You should always check the 
sender’s email address, and hover 
RYHU�DQ\�OLQNV�WR�FKHFN�LI�WKH�85/�
JRHV�WR�WKH�JHQXLQH�79�/LFHQVLQJ�
site.

The TV Licensing agency never send refund information by email, or 
ask you for payment or personal details, and is investigating the scam.What to look out for

([DPSOH�SURYLGHG�E\�6WHSKHQ�)RUVWHU��1DWLRQDO�&RPPXQLFDWLRQV�2IʳFHU�IRU�WKH�1DWLRQDO�7UDGLQJ�
6WDQGDUGV�H&ULPH�7HDP

<RX�FDQ�ʳQG�PRUH�LQIRUPDWLRQ�IURP�WKH�RIʳFLDO�79�/LFHQVLQJ�ZHEVLWH��ZZZ�WYOLFHQVLQJ�FR�XN

TV Licensing phishing emails

27KH�VHFRQG�VWDJH�W\SLFDOO\�RFFXUV�D�ZHHN�
or two later, when criminals posing as bank 

staff call to warn you that your account has been 
FRPSURPLVHG��7KH�FULPLQDOV�FRQYLQFH�\RX�WKDW�
\RX�PXVW�XUJHQWO\�PRYH�PRQH\�LQWR�D�VR�FDOOHG�
‘safe’ account.

3 7KH�ʳQDO�VWDJH�LV�VWHDOLQJ�LW�DOO�
It is a convincing scam because the licensing 
emails appear authentic and gets victims to 
give criminals the details they need to appear 
to be from the victim’s bank. For instance, at the 
cold calling stage, some scammers spoof caller 
IDs based on the victim’s sort code, address and 
bank details to add to the illusion they really 
are the victim’s bank.

How does it work?

1Firstly, the scammers send fake emails 
VD\LQJ�79�/LFHQVLQJ�KDYH�EHHQ�WU\LQJ�WR�

JHW�KROG�RI�\RX�UHJDUGLQJ�D�UHIXQG�RU�DQ�RYHU�
payment. Other versions might claim that your 
ELOOLQJ�GHWDLOV�QHHG�WR�EH�XSGDWHG��+RZHYHU��DOO�
versions of the emails contain links to a cloned 
YHUVLRQ�RI�WKH�RIʳFLDO�79�/LFHQVLQJ�ZHEVLWH�
that is designed to harvest your login and bank 
details.

7KH�FORQHG�VLWH�DVNV�\RX�WR�ORJLQ�DQG�SURPSWV�
you for your full name, phone number, date of 
birth, address, email address, account number, 
sort code, card details, and security or CVV 
numbers on the back of the card.

What to do if you get one?



Advance Fee Fraud 
Advance fee fraud (AFF) is where an individual receives a communication requesting money, often 
IRU�D�YDULHW\�RI�HPRWLYH�UHDVRQV��7KLV�W\SH�RI�IUDXG�RIWHQ�LQYROYHV�DQ�XSIURQW�SD\PHQW�EHLQJ�PDGH�
RQ�WKH�EDVLV�RI�WKH�SURVSHFWLYH�UHFHLSW�RI�JRRGV�RU�RIWHQ�ʳQDQFLDO�JDLQ��VXFK�DV�LQKHULWDQFH�RU�ORWWHU\�
VFDPV��$GYDQFH�IHH�IUDXGV�FDQ�EH�OLQNHG�WR�JHQHUDO�PDVV�SKLVKLQJ�FDPSDLJQV��RU�FDQ�EH�KLJKO\�
SHUVRQDOLVHG��VXFK�DV�LQ�URPDQFH�RU�FODLUYR\DQW�VFDPV��7KHVH�W\SHV�RI�VFDPV��OLNH�PDQ\�RWKHUV��
DUH�XQGHUSLQQHG�E\�VRFLDO�HQJLQHHULQJ��+RZHYHU��DUH�RIWHQ�GHVLJQHG�WR�H[SORLW�WKH�YXOQHUDELOLW\�RI�
individuals, provoking emotional responses and often having a long term negative impact on the 
individual.   

• Career opportunity scams
• Clairvoyant or psychic scams
• Romance scams
• Fraud recovery fraud
• Inheritance fraud
• Investment Fraud
• Loan scams

• Lottery, prize draw and sweepstake
scams

• Rental fraud
• West African letter or 419 fraud
• Work from home / business

opportunity scams
• Vehicle matching scams

$FWLRQ�)UDXG�KDV�VHHQ�DQ�LQFUHDVHG�QXPEHU�
of investment schemes being advertised on 
Instagram over recent months, with young 
SHRSOH�DJHG�EHWZHHQ����DQG����WKH�PRVW�OLNHO\�
to fall victim.

Fraudsters are advertising ‘get rich quick’ 
investment schemes on the app, which 
SURPLVH�D�KLJK�UHWXUQ�ZLWKLQ����KRXUV��$�
e����LQYHVWPHQW�LV�LQLWLDOO\�UHTXHVWHG�ZKLFK�
IUDXGVWHUV�FODLP�ZLOO�EH�PXOWLSOLHG�ZLWKLQ����
hours. 

Victims are then making payments via bank 
transfer to the fraudster’s bank account. 
Fraudsters are then sending screenshots of 
WKRXVDQGV�LQ�SURʳW�FUHGLWLQJ�WKHLU�DFFRXQWV��
which they claim can be released for a fee. 
Victims have requested to withdraw their funds 
ZKLOH�WKH\ȤUH�VWLOO�LQ�SURʳW��DQG�DW�WKLV�VWDJH�WKH�
fraudsters are stopping contact with the victim 
and closing the Instagram account.

Stay safe when scrolling:

• Never respond to any requests to send money,
or have money transferred into your account
by someone you don’t know and trust. 7KHVH�
types of requests should always raise a red
ʴDJ��,I�VRPHWKLQJ�IHHOV�ZURQJ�WKHQ�LW�LV�
usually right to question it.

• Don’t immediately agree to any offer that
involves an advance payment or having to
sign a contract on the spot.�$OZD\V�VSHDN�ZLWK�
D�IULHQG�RU�IDPLO\�PHPEHU�ʳUVW�

• $OZD\V�FKHFN�WKH�FUHGHQWLDOV�RI�DQ\�ʳQDQFLDO�
company on the Financial Conduct Authority’s
(FCA) website: – they should be on the
register. Contact the preferred company
GLUHFWO\�DQG�UHMHFW�DQ\�RIIHUV�PDGH�WKURXJK�
unsolicited communications.

Action Fraud: Fraudulent investments being 
advertised on social media, 25-02-2019.

Sooocciall MMMediiaaa Innvveesstmmenntt FFFrrauud

Everyyy repoort mateers –– if yyou have bbeeen a victimm off ffraudd or cybbercrime, repport itt tot AActionn Fraud onlinne 
or byyy callinng 0300 123 22040.



Romance Scams

How do you spot one? 

Scammers will generally use typical grooming 
techniques and might leave other clues which 
VXJJHVW�WKDW�WKH\�KDYH�EDG�LQWHQWLRQV��7KH\�
will often quickly adopt pet names or terms of 
endearment in their messages to you and you 
may notice early on that they do not answer 
basic questions, such as where they live and 
work. Scammers will also prefer to switch to 
FRPPXQLFDWLRQV�YLD�VRFLDO�PHGLD��WH[WLQJ�RU�
email and will encourage you to chat outside of 
WKH�VHFXULW\�RI�WKH�GDWLQJ�ZHEVLWH��$�WKLUG�SDUW\�LV�
often brought into the conversation to make the 
scammer’s lies seem more plausible.

Whhat too ddo if yyouu have ccooome into coonttact wwith a roomanncce scaammer?
• Immediately break off all contact with the 

fraudster and do not send any more money
• It can be embarrassing to feel tricked into 

thinking you have formed a relationship 
online, but if you report any suspicious 
behaviour to the chat room operator and 
$FWLRQ�)UDXG��WKH\�ZLOO�WDNH�\RXU�UHSRUW�LQ�
FRQʳGHQFH��5HSRUW�RQOLQH�RU�FDOO� 
��������������

1 You might think 
you have met 

your perfect partner 
through an online 
dating website and 
they seem interested 
because they are asking 
lots of questions about 
you. Fraudsters contact 
their targets using fake 
SURʳOHV�LQ�DQ�DWWHPSW�
to build what feels like 
a loving relationship.

How does it work?

22QFH�D�IUDXGVWHU�LV�FRQʳGHQW�
that they have won your trust, 

they will invent a reason to ask for 
\RXU�KHOS��7KH\�ZLOO�XVH�WKH�HPRWLRQDO�
attachment you have built and ask 
you to help them out by sending 
PRQH\��)RU�H[DPSOH��WKH\�PD\�
attempt to invoke a visceral response 
by telling you a family member is 
ill and they need money for medical 
treatment. Otherwise, they may have 
arranged to visit you, but tell you they 
QHHG�PRQH\�WR�SD\�IRU�WKH�ʴLJKW�RU�
because their ticket has been stolen. 

3 Once you send 
them money, the 

fraudsters will keep 
coming back and 
invent new reasons for 
you to send them more. 
7KH\�ZLOO�DOVR�KDYH�
all of the personal 
information you have 
told them and may 
use it in an attempt 
to blackmail you into 
continuing to give 
them money.

What can you do to avoid them? 

• 7UXVW�\RXU�LQVWLQFWV
• $YRLG�JLYLQJ�DZD\�WRR�PDQ\�SHUVRQDO�GHWDLOV�

when online dating
• Never send money or give your bank details to 

someone you have only met online
• Choose a reputable dating website
• Use the site’s messaging service. Fraudsters 

will want to quickly switch to other forms 
messaging so there is no evidence of them 
asking for money

• 5HYHUVH�LPDJH�VHDUFK�FDQ�ʳQG�SKRWRV�WKDW�
KDYH�EHHQ�WDNHQ�IURP�VRPHZKHUH�HOVH���WKH\�
could have been stolen from anywhere

Exammmple pprovvided by Steevie Corbinn-CClarke, Bouurnnemmoutth Univversity.



Consumer and Retail Fraud
7KH�QDWLRQDO�&ULPH�6XUYH\�IRU�(QJODQG�
DQG�:DOHV��&6(:��KDV�UHSRUWHG�D�����
LQFUHDVH�LQ�UHWDLO�IUDXG�LQ�WKH�-XO\������
�����SHULRG�IURP�WKH�VDPH�SHULRG�WKH�
previous year. 

Consumer and retail fraud commonly 
covers deceptive business practices, 
where the consumer believes they are 
purchasing goods or services but are 
DFWXDOO\�EHLQJ�GHIUDXGHG��7KHVH�IUDXGV�
can relate to inaccurate claims or false 
SURPLVHV��DV�ZHOO�DV�FRXQWHUIHLW�RU�QRQ�
H[LVWHQW�SURGXFWV�RU�VHUYLFHV��

Coommmputeerr SSoffttwaarre Seervvicce Frauudd 
,I�\RX�UHFHLYH�D�SKRQH�FDOO��HPDLO�RU�SRS�XS�IURP�\RXU�LQWHUQHW�VHUYLFH�SURYLGHU�VD\LQJ�\RXU�LQWHUQHW�
connection is about to be cut off, most of us would feel the need to take action. Our connection to the 
LQWHUQHW�LV�ZKDW�WKH�PDMRULW\�RI�RXU�GHYLFHV��IURP�/DSWRSV�WR�6PDUW�79V�RU�VWUHDPLQJ�VHUYLFHV��GHSHQG�
RQ��,Q����������$FWLRQ�)UDXG�UHFHLYHG��������UHSRUWV�RI�&RPSXWHU�6RIWZDUH�6HUYLFH�IUDXG��ZLWK�D�WRWDO�
RI�e�����������EHLQJ�ORVW�WR�IUDXGVWHUV��ZLWK�WKH�DYHUDJH�DJH�RI�YLFWLPV�EHLQJ����

7KHVH�W\SHV�RI�VFDPV�DUH�QRW��KRZHYHU��OLPLWHG�WR�LQWHUQHW�VHUYLFH�SURYLGHUV��6FDPPHUV�ZLOO�SXUSRUW�WR�
EH�IURP�ZHOO�NQRZ�UHSXWDEOH�FRPSDQLHV��VXFK�DV�0LFURVRIW�RU�$SSOH��FRQWDFWLQJ�\RX�WR�WHOO�\RX�WKHUH�LV�
a problem they can help you with. 

Once the scammer has, with your permission, gained remote access to your device they are able to 
DFFHVV�DOO�\RXU�ʳOHV�DQG�SHUVRQDO�LQIRUPDWLRQ��LQVWDOO�VS\ZDUH�RU�RWKHU�KDUPIXO�VRIWZDUH��SRWHQWLDOO\�
ORFNLQJ�\RX�RXW�RI�\RXU�RZQ�GHYLFH�DQG�KROGLQJ�\RXU�ʳOHV�WR�UDQVRP�

NEVEER lett anyone who ccontaacts youu out of tthe blue remoote innto yoour devicce or PCC. 

Shopping and auction fraud frequently involves 
purchased goods not arriving, or buyers receiving goods 
WKDW�DUH�OHVV�YDOXDEOH�RU�VLJQLʳFDQWO\�GLIIHUHQW�WR�WKH�
RULJLQDO�GHVFULSWLRQ��7KH�PRVW�LPPHGLDWH�SUREOHP�
being that the buyer is unable to return the goods or 
have the money refunded. Similarly, scammers take 
advantage of the demand for popular goods or events, 
where websites are set up which look genuine, using a 
name or web address which appears very similar to a 
legitimate seller. If the buyer does receive a product, it 
may be counterfeit, and in the case of ticketing fraud 
the buyer may not even be aware of this until they are 
refused entry to an event when the organisers recognise 
the ticket as fake. 

17KH�HPDLO��SRS�XS�RU�
phone call will prompt 

you to call a number so 
that you can be connected 
with ‘tech support’, and 
these numbers may appear 
similar to numbers listed on 
legitimate websites but they 
will connect the caller to a 
call centre, often based in 
another country.

How does it work?

27KH�SHUVRQ�RIIHULQJ�\RX�WKLV�
technical support will appear to 

want to help you resolve your problem; 
this may include one or both of the 
following:
ȫ�5HPRWLQJ�LQWR�\RXU�FRPSXWHU�WR�ʳQG�
RXW�ZKDW�WKH�SUREOHP�LV�DQG�ʳ[�LW�IRU�
you! 
• For a ‘discounted’ fee, they might offer 
you technical support whenever you 
need it.

3 7KH�ʳQDO�VWDJH�is stealing it 
all.

You give the 
scammer access to 
your PC and they 
FDQ�QRZ�ʳQG�DOO�
your personal and 
account details that 
are stored on it!



If you have given someone access to your 
computer they may have gained access to all 
the information, including banking details and 
passwords stored on that device. 

Change all passwords and authentication 
information on all accounts that may have 
been accessed. Do this on a different device or 
PC so that the scammers do not have the new 
information.  

Monitor your bank accounts and credit reports so 
\RX�FDQ�GHWHFW�DQ\�XQIDPLOLDU�ʳQDQFLDO�DFWLYLW\��
5HSRUW�DQ\�VXVSLFLRXV�DFWLYLW\�WR�\RXU�EDQN�RU�
card provider. If you have given the scammer any 
payment details, contact your provider to report 
the fraud.  

5XQ�D�PDOZDUH�FKHFNHU�RU�DQWLYLUXV�SURJUDP�
on your machine. Check the device for malware 
or spyware which may have been installed and 
still active. Do not use your device for anything 
FRQʳGHQWLDO�XQWLO�\RX�DUH�VXUH�WKH�LQIRUPDWLRQ�LV�
not still available to the scammers. 

If you have let a scammer into your PC, 
disconnect their connection as soon as you 
UHDOLVH��WKLV�PD\�LQYROYH�WXUQLQJ�RII�WKH�:L�)L�
on your device or physically disconnecting the 
device from the internet. 

Report it to Action Fraud on 0300 123 2040.

What to do if you have given someone access to your computer?

In ‘purchasing’ the goods, the buyer has 
EHHQ�UHTXLUHG�WR�JLYH�SHUVRQDO�DQG�ʳQDQFLDO�
LQIRUPDWLRQ�WR�PDNH�WKH�RULJLQDO�SD\PHQW��7KLV�
information is now available to the scammers 
and may be used for subsequent frauds. 

It is a good idea to have a separate method of 
payment for making online purchases and, where 
possible, use a digital wallet such as PayPal. 
8VLQJ�D�FUHGLW�FDUG�IRU�SXUFKDVHV�EHWZHHQ�e����
DQG�e�������LV�UHFRPPHQGHG�WR�HQVXUH�WKH�
SXUFKDVH�LV�FRYHUHG�XQGHU�6HFWLRQ����RI�WKH�
&RQVXPHU�&UHGLW�$FWLRQ�������PDNLQJ�WKH�FDUG�
FRPSDQ\�MRLQWO\�OLDEOH�ZLWK�WKH�UHWDLOHU�

How do you spot one? 

7KH�LQLWLDO�FRQWDFW�ZLOO�RIWHQ�EH�RXW�RI�WKH�EOXH�
and may not be associated with any problems 
arising with the device or internet connection. 
7KH�VFDPPHUV�ZLOO�DOVR�VWUHVV�WKH�LPSRUWDQFH�
of taking quick action, limiting your ability to 
WKLQN�FOHDUO\��/HJLWLPDWH�FRPSXWHU�ʳUPV�GR�QRW�
PDNH�XQVROLFLWHG�SKRQH�FDOOV�WR�KHOS�\RX�ʳ[�
your computer. Fraudsters make these phone 
calls to try to steal from you and/or damage your 
computer with malware.

What can you do to avoid a software 
service fraud? 

7KH�EHVW�ZD\�WR�DYRLG�WKLV�W\SH�RI�VFDP�LV�QRW�
WR�EH�UXVKHG�LQWR�PDNLQJ�D�GHFLVLRQ��$Q�LQWHUQHW�
VHUYLFH�SURYLGHU��VXFK�DV�%7��ZLOO�QRW�UHTXLUH�
access to your device to address problems 
related to your internet connection. Similarly, 
0LFURVRIW�DQG�$SSOH�ZLOO�QRW�UHTXLUH�FUHGLW�FDUG�
information to validate software.  

ere 

• Online shopping and 
auctions

• Computer software 
service fraud

• Ghost Brokers
• Ticket fraud
• Retail fraud 



Bank and Credit Card Fraud 
Scammers will contact a target via email or 
social media pretending to be from genuine 
organisations, such as banks, the police or 
government departments and will then 
LPSHUVRQDWH�WKHVH�RUJDQLVDWLRQV�WR�H[WUDFW�
SHUVRQDO�RU�ʳQDQFLDO�LQIRUPDWLRQ�IURP�WKHLU�
intended target. 

Scammers use a variety of tactics to elicit 
D�UHVSRQVH�IURP�WDUJHWV��RIWHQ�VSHFLʳFDOO\�
impersonating organisations which will provoke 
DQ�HPRWLRQDO�UHVSRQVH�IURP�WDUJHWV��)RU�H[DPSOH��
they might indicate that there has been an issue 
in regards to payment, their account security or a 
refund or rebate is due to them. 

3HUVRQDO�DQG�ʳQDQFLDO�LQIRUPDWLRQ�FDQ�EH�
obtained by allowing someone remote access 
to a computer or by a third party data breach. 
7KHUHIRUH��WKLV�GRHV�QRW�GHSHQG�RQ�WKH�WDUJHW�
handing over their details to the scammer and 
they may not be aware that the scammers have 
obtained them.  

7KH�XOWLPDWH�JRDO�RI�PDQ\�GLIIHUHQW�W\SHV�RI�
F\EHU�HQDEOHG�DQG�F\EHU�GHSHQGHQW�IUDXG�LV�WR�
obtain an individual’s personal details to access 
WKHLU�ʳQDQFLDO�IDFLOLWLHV��7KLV�DOORZV�WKH�VFDPPHU�
PD[LPXP�DFFHVV�WR�DYDLODEOH�IXQGV��LQ�DGGLWLRQ�WR�
identity theft and dishonestly retaining wrongful 
credit. 

Shhhoppppinng couuuppon sscammss
,I�\RX�VDZ�D�VXSHUPDUNHW�FRXSRQ�IRU�e����e����
RU�e�����LW�ZRXOG�JHW�\RXU�DWWHQWLRQȬ�5LJKW"
2I�FRXUVH�LW�ZRXOG��DQG�WKDWȤV�H[DFWO\�ZKDW�
FRXSRQ�VFDPPHUV�UHO\�RQ��7KLV�LV�EHFDXVH�ZKDW�
appears to be a harmless, low level scam is really 
a cynical ploy to steal your money, your identity 
or banish you to a life on suckers’ lists.

If you have not seen a fake coupon yet, you 
may see one soon because it is only a matter of 
time before someone shares one with you on 
)DFHERRN��7ZLWWHU�RU�:KDWV$SS��RU�EHIRUH�WKH�
VFDPPHUV�ʳQG�DQRWKHU�ZD\�WR�GDQJOH�RQH�XQGHU�
your nose.

1You might see a social media
SRVW��RU�UHFHLYH�D�:KDWV$SS�

PHVVDJH�RU�WH[W�IURP�D�IULHQG�VD\LQJ�
VRPHWKLQJ�OLNH��Ȧ$VGD�LV�JLYLQJ�IUHH�
e����YRXFKHUV�WR�(9(5<21(�IRU�
WKHLU�ZHGGLQJ�DQQLYHUVDU\ȧ�

Sometimes they are referred to 
as ‘vouchers’, other times they are 
called ‘gift vouchers’ and latterly they 
KDYH�EHFRPH�ȣSUL]HVȤ��7KH\�PD\�FRPH�
or appear to come from a friend, and 
encourage you to pass them on to 
make them seem more believable.

How does it work?

27KHUH�LV�DOZD\V�D�OLQNȬ�BUT 
DON’T CLICK IT. 7KH�OLQN�OHDGV�

to an online customer survey asking 
for your name, address, phone 
number, and date of birth in return 
for the voucher. 

7KLV�VHHPV�UHDVRQDEOH�IRU�WKH�
amount of money they are giving 
DZD\��GRHVQȤW�LW"�,Q�UHDOLW\��LW�LV�
enough information to take out 
a loan in your name, and you will 
never receive the promised vouchers 
anyway.

3But wait,
there is 

even more! 

7KH\�ZLOO�
also sell your 
details to other 
criminals to 
use, abuse 
and bombard 
you with more 
scams.

So wwhatt can yyouu do to avooidd a coupon scammm? 

7KH�EHVW�ZD\�WR�DYRLG�FRXSRQ�VFDPV�LV�VLPSO\�WR�LJQRUH�WKHP��<RX�VKRXOG�QHYHU�FOLFN�WKH�OLQNV�
because you risk downloading malicious software to your computer or device. Whatever you do, you 
VKRXOG�QHYHU��HYHU�JLYH�RYHU�DQ\�SHUVRQDO�GHWDLOV��)LQDOO\��GR�127�VSUHDG�WKH�VFDP�E\�VKDULQJ�DQ\�RI�
the posts or messages with family and friends.



,Q�������e������PLOOLRQ�ZDV�ORVW�WR�UHPRWH�
SXUFKDVH�IUDXG��D����LQFUHDVH�RQ�WKH�
SUHYLRXV�\HDU��7KH�YDVW�PDMRULW\�RI�WKLV�W\SH�
of fraud involves the use of card details 
that have been fraudulently obtained 
through methods such as unsolicited 
emails or telephone calls or digital attacks 
VXFK�DV�PDOZDUH�DQG�GDWD�KDFNV��7KH�
card details are then used to undertake 
fraudulent purchases over the internet, 
phone or by mail order. It is also known as 
ȣFDUG�QRW�SUHVHQWȤ��&13��IUDXG�

Fraud the Facts 2017, Financial Fraud Action 
UK (FFA UK)

• Cheque, plastic card and online
bank accounts

• Remote purchase fraud
• Application fraud
• Mortgage related fraud
• Mandate fraud
• Dishonestly retaining a wrongful

credit

If scammers can obtain individual’s card and bank 
details, they can utilise them in a variety of ways: 
• By gaining direct access to bank accounts,

credit cards and online banking facilities.
• $SSO\LQJ�IRU�FUHGLW�E\�LPSHUVRQDWLQJ�WKH�

target

Start monitoring your bank accounts and credit 
UDWLQJ�XVLQJ�D�FUHGLW�UHSRUW��7KLV�LV�QHFHVVDU\�LQ�
case the scammers have used your details to 
open other accounts or taken out loans in your 
name.

If you have clicked the link, you might also want 
to run a malware checker or antivirus program 
on your device, in case the link was malicious.

Reepoort itt to AActtion Fraauudd oon 0300 1233 20040.

([DPSOH�SURYLGHG�E\�6WHSKHQ�)RUVWHU��1DWLRQDO�&RPPXQLFDWLRQV�2IʳFHU�IRU�WKH�1DWLRQDO�7UDGLQJ�
6WDQGDUGV�H&ULPH�7HDP

How do you spot one?
7KH�IDNH�VKRSSLQJ�FRXSRQV�\RX�ʳQG�LQ�VRFLDO�PHGLD�
posts tend to have common, recognisable features. 
Such as:

• supermarket branding
• a prominent offer
• DQ�H[SLU\�GDWH
• a bar code
• link to a rewards or

offers page

• copy underneath
saying it is to
celebrate some kind
of anniversary.

Scammers will often put the same barcode and 
H[SLU\�GDWHV�RQ�FRXSRQV�IRU�GLIIHUHQW�VXSHUPDUNHWV��D�
big giveaway that it is a centrally managed scam.

What too do iff yoou have ennteered your persoonnal deettails 



,W�LV�LPSRUWDQW�WR�XQGHUVWDQG�WKH�H[WHQW�RI�\RXU�GLJLWDO�IRRWSULQW��RU��LQ�RWKHU�ZRUGV��WKH�LQIRUPDWLRQ�
about you that is publicly available on the internet. Your name, address, family and key details that all 
of us regularly publish about ourselves on social media provide a wealth of information for people 
looking to use your identity.

7KH�IROORZLQJ�SURYLGHV�VRPH�NH\�DGYLFH�WR�KHOS�VHFXUH�\RXU�GLJLWDO�IRRWSULQW�DQG�UHGXFH�WKH�ULVN�
around your identity:

Know your rights -�DV�RI�0D\�������WKH�*HQHUDO�'DWD�3URWHFWLRQ�5HJXODWLRQV��*'35��EURXJKW�DERXW�
LQFUHDVHG�ULJKWV�IRU�\RX�DQG�\RXU�SHUVRQDO�GDWD��.QRZLQJ�WKHVH�ZLOO�KHOS�\RX�WR�XQGHUVWDQG�KRZ�\RX�
can go about reducing the amount of personal data out there about you but also how companies 
XWLOLVH�\RXU�GDWD��<RX�KDYH�WKH�ULJKW�RI�DFFHVV��WR�EH�LQIRUPHG��WR�GHOHWH�DQG�ʳYH�RWKHU�LPSRUWDQW�ULJKWV��
Visit www.ico.org.uk and look for individual rights for more information. 

Phishing and personal 
data - phishing also 
contributes to the loss of 
personal information, so 
learning how to identify a 
phishing email and being 
wary of giving away your 
personal information, 
further reduces the risk of 
your data being stolen. 

Has your data been lost or 
stolen? - more and more 
data breaches are being 
publicised where personal 
information has been lost 
RU�VWROHQ��7KLV�SHUVRQDO�
information is often sold on 
both the surface web and 
WKH�GDUN�ZHE��7DNH�QRWH�RI�
emails you have received 
from companies that have 
lost your data and, if needed, 
change your security settings 
and password if there is an 
account. 

You can also see if you have 
EHHQ�VXEMHFW�WR�ODUJH�VFDOH�
breaches by visiting: www.
haveibeenpwned.com

Security settings - 
whether it is your social 
PHGLD�SURʳOHV��VKRSSLQJ�
accounts or any other 
online login, privacy 
settings should be set as 
KLJK�DV�SRVVLEOH��7DNLQJ�
into consideration what 
information is publicly 
shared or discoverable.

Clean up - review your online 
presence, whether that be 
on social media or online 
accounts, delete unused ones 
and take down information 
WKDW�LV�XQQHFHVVDU\��$OVR��
consider the information 
that you have found such 
as dates of birth (or images 
posted about your birthday), 
DGGUHVVHV�RU�FKHFN�LQV�
showing your location.

Search for yourself - a good starting point when looking into your 
digital footprint is to type your name into several search engines 
VXFK�DV�*RRJOH�RU�%LQJ��7DNH�D�JRRG�ORRN�DW�ZKDW�LQIRUPDWLRQ�PD\�
EH�SXEOLFO\�DYDLODEOH�DERXW�\RX��7KLV�FRXOG�EH�QHZV�DUWLFOHV��VRFLDO�
PHGLD�SURʳOHV�ROG�DQG�QHZ��LPDJHV�RU�ZRUN�UHODWHG�LQIRUPDWLRQ��
7DNH�QRWH�DQG�WKLQN�KRZ�WKLV�FRXOG�EH�XVHG�E\�D�VFDPPHU�

Your digital footprint and identity 



Passwords 
7KH�PRVW�FRPPRQ�FRPSODLQW�ZKHQ�LW�FRPHV�WR�VHFXULQJ�RQOLQH�DFFRXQWV�DQG�WHFKQRORJ\�LV�WKH�XVH�
RI�SDVVZRUGV��7KH\�FDQ�DOVR�EH�WKH�PRVW�DQQR\LQJ�SDUW�RI�RXU�UHODWLRQVKLS�ZLWK�FRPSXWHUV�DQG�WKH�
LQWHUQHW��DV�WU\LQJ�WR�UHPHPEHU�XQLTXH�DQG�VWURQJ�SDVVZRUGV�LV�YHU\�GLIʳFXOW�IRU�PRVW�SHRSOH�WR�GR�
7KHUH�LV�VR�PXFK�FRQʴLFWLQJ�PHVVDJLQJ�DQG�H[SHFWDWLRQV�WKDW�LW�EHFRPHV�RYHUZKHOPLQJ�LQ�ZKDW�WR�GR�
ZLWK�\RXU�SDVVZRUGV��8OWLPDWHO\��LW�LV�DERXW�ʳQGLQJ�VRPHWKLQJ�WKDW�ZRUNV�IRU�\RX�EXW�DOVR�NHHSV�\RX�
secure.
Cyber aware and the national cyber security centre (NCSC) understand that there must be a balance 
EHWZHHQ�VHFXULW\�DQG�SHRSOH��7KH�IROORZLQJ�DUH�VRPH�FRQVLGHUDWLRQV�DURXQG�KRZ�WR�JR�DERXW�
protecting yourself and using better passwords.

Written by:  Paul Maskall, Cyber Security 
and Privacy Consultant, Jungo

Do not be personal - combined 
with your digital footprint, 
a lot of your personal 
information can be out there 
publicly. It’s important when 
choosing your password to not 
use personal information such 
as child or partner’s name, 
place of birth or a favourite 
KROLGD\��$OO�RI�WKLV�FRXOG�EH�
potentially found online and 
easily guessed. 

Securing your email - using a strong 
and unique password for your email 
is crucial. If you think about it, your 
email is where you reset all your 
other security settings for your 
DFFRXQWV�DQG�D�PDMRU�SDUW�RI�\RXU�
online presence.

Three random words -�DOWKRXJK�FRPSOH[LW\�LV�XVHIXO�LQ�
creating a strong password, it’s not particularly useful 
ZKHQ�\RX�FDQȤW�UHPHPEHU�LW��$�JRRG�ZD\�WR�FUHDWH�D�
strong and memorable password is to use three random 
words such as ‘carbookelephant’ or ‘blueshedtable’. Use 
words are memorable to you and adding numbers and 
VSHFLDO�FKDUDFWHUV�VXFK�DV�ȣ"Ȥ�RU�ȣ�Ȥ�WR�PDNH�LW�HYHQ�PRUH�
VHFXUH�VXFK�ȣ��FDUERRNHOHSKDQW"�Ȥ��

Be unique - although hard 
remember sometimes, it is 
important to use a unique 
password for all of your accounts 
DQG�ORJLQV��7KH�UHDVRQ�EHKLQG�
this is that when one password is 
discovered, whether that’s through 
a data breach or phishing attempt, 
the criminal then tries to use that 
password across the internet and 
multiple accounts. If you have 
used the same password then 
the impact on your privacy and 
security is much greater.

Two factor authentication - most of your online logins are 
only as secure as your username and password. But the 
use of two factor authentication provides an added level 
of security. If you have done online banking, you will have 
come across this method where you are asked to provide 
a code or a number through either your smart phone or a 
small token. Identifying key accounts that you use regularly 
such as email and social media and turning on this feature 
is a really good way to secure it.

Password managers - a really 
good way of managing your 
passwords is through the use 
RI�D�SDVVZRUG�PDQDJHU��7KHVH�
useful pieces of software 
come in the form of an 
application, either built into 
your browser or your computer. 
7KLV�WKHQ�FUHDWHV�D�UHDOO\�
secure and unique password 
for every login and account 
for you. Password managers 
are incredibly convenient. 
+RZHYHU��\RX�PXVW�HQVXUH�WKDW�
the password and security for 
getting into it is a very strong 
password.



Often the overall impact of cybercrime, scams and 
fraud can be severely underestimated, mainly due 
WR�LWV�LQWDQJLEOH�QDWXUH���,W�FDQ�EH�D�OLIH�FKDQJLQJ�
HYHQW�DQG�FDQ�DIIHFW�VRPHRQHȤV�PHQWDO��ʳQDQFLDO�
DQG�HPRWLRQDO�ZHOO�EHLQJ��,W�FDQ�OHDG�WR�VRFLDO�
H[FOXVLRQ��DQ[LHW\�DQG�IHDU�RI�DQ\WKLQJ�GLJLWDO��)RU�
victims of scams, especially those of an intimate 
nature like romance fraud and revenge porn, 
shame can be an overwhelming emotion and 
becomes a barrier to support. 

5HPHPEHU�WKH�LPSDFW�RI�D�F\EHU�VFDP�LV�QRW�
MXVW�ʳQDQFLDO�ORVV��EXW�DOVR�WKH�HIIHFW�RQ�WKH�
YLFWLPVȤ�KHDOWK�DQG�ZHOO�EHLQJ��,W�LV�LPSRUWDQW�WR�
support victims to reduce both the impact and 
consequences of such an event. Below is a list of 
things you can do today to help support, protect 
and safeguard individuals who may be at risk of 
cyber scams.

• Listen not judge
• Let them tell their story 
• Present them with 

different options so they 
are not alone 

• Help people say no 
• Reassure the person they 

are not alone 
• Assist with setting up 

new bank account/card 
details

Reporting

How to support victims of cyber scams

:ULWWHQ�E\��'U�6DOO\�/HH��
Bournemouth University.

g • To report online scams and rip-offs to 
trading standards called the citizens 
advice consumer helpline: 0345 404 
0506 

• To report an incident of fraud or 
cybercrime, call action fraud on 0300 
123 2040 or visit www.actionfraud.
police.uk 

• For more information about the take 
ʳYH�YLVLW�ZZZ�WDNH��VWRSIUDXG�RUJ�XN 

• For more detailed information and 
more guidance visit Get Safe? online 
at www.getsafeonline.org 

• If you want to learn more about 
identity fraud and your digital 
footprint, visit CIFAS at www.cifas.
org.uk



THINGS YOU CAN DO TO PREVENT FRAUD 

,I�\RX�UHFHLYH�D�UHTXHVW�WR�SURYLGH�SHUVRQDO�RU�ʳQDQFLDO�LQIRUPDWLRQ�
DOZD\V�WDNH�D�PRPHQW�WR�UHʴHFW�DQG�VWHS�EDFN�IURP�WKH�VLWXDWLRQ��+HUH�
are some general tips to keep in mind:

1. NEVER DISCLOSE SECURITY DETAILS $�JHQXLQH�EDQN�RU�RUJDQLVDWLRQ�
will never ask you for details such as your PIN or card number over the 
phone or in writing. Before you share anything with anyone, stop and 
WKLQN��8QOHVV�\RXȤUH������VXUH�ZKR�\RXȤUH�WDONLQJ�WR��GRQȤW�GLVFORVH�
DQ\�SHUVRQDO�RU�ʳQDQFLDO�GHWDLOV��,QVWHDG��KDQJ�XS�DQG�FRQWDFW�WKH�
organisation yourself using the number on the back of your bank card 
or on their website.

2. DON’T ASSUME AN EMAIL OR PHONE CALL IS AUTHENTIC Just because someone knows your 
basic details (such as your name and address or even your mother’s maiden name), it doesn’t 
mean they are genuine. Criminals will use a range of techniques to get your details and may 
even say you’ve been a victim of fraud to scare you into action.

3. DON’T BE RUSHED OR PRESSURED Under no circumstances would a genuine bank or another 
WUXVWHG�RUJDQLVDWLRQ�IRUFH�\RX�WR�PDNH�D�ʳQDQFLDO�WUDQVDFWLRQ�RQ�WKH�VSRW��WKH\�ZRXOG�QHYHU�
DVN�\RX�WR�WUDQVIHU�PRQH\�LQWR�DQRWKHU�DFFRXQW��HYHQ�LI�WKH\�VD\�LW�LV�IRU�IUDXG�UHDVRQV��7KH\�ZLOO�
always let you call them back on a number you know is real – if they try and stop you doing 
this, it’s a fraudster and you should hang up.

4. LISTEN TO YOUR INSTINCTS If something feels wrong then it is usually right to question it. 
Criminals may lull you into a false sense of security when you’re out and about or rely on your 
GHIHQFHV�EHLQJ�GRZQ�ZKHQ�\RXȤUH�LQ�WKH�FRPIRUW�RI�\RXU�RZQ�KRPH��,I�\RXU�JXW�IHHOLQJ�LV�WHOOLQJ�
you something is wrong, take the time to make choices and keep your details safe.

5. STAY IN CONTROL +DYH�WKH�FRQʳGHQFH�WR�UHIXVH�XQXVXDO�UHTXHVWV�IRU�SHUVRQDO�RU�
ʳQDQFLDO�LQIRUPDWLRQ��,WȤV�HDV\�WR�IHHO�RYHUZKHOPHG�ZKHQ�IDFHG�ZLWK�XQH[SHFWHG�RU�FRPSOH[�
FRQYHUVDWLRQV��5HPHPEHU�WKDW�LWȤV�RN�WR�VWRS�WKH�GLVFXVVLRQ�LI�\RX�GRQȤW�IHHO�LQ�FRQWURO�RI�LW��,I�
you’ve taken all these steps and still feel unsure about what you’re being asked, never hesitate 
WR�FRQWDFW�\RXU�EDQN�RU�ʳQDQFLDO�VHUYLFH�SURYLGHU�RQ�D�QXPEHU�\RX�WUXVW��VXFK�DV�WKH�RQH�OLVWHG�
on their website or on the back of your payment card.

)RU�PRUH�LQIRUPDWLRQ�DQG�UHVRXUFHV�SOHDVH�YLVLW�WKH�7DNH�)LYH�ZHEVLWH�DW��KWWSV���WDNHʳYH�
stopfraud.org.uk. 

7DNH�)LYH�LV�D�QDWLRQDO�FDPSDLJQ�WKDW�RIIHUV�DGYLFH�WR�KHOS�FRQVXPHUV�SUHYHQW�ʳQDQFLDO�IUDXG��
7KLV�LQFOXGHV�HPDLO�GHFHSWLRQ�DQG�SKRQH�EDVHG�VFDPV�DV�ZHOO�DV�RQOLQH�IUDXGȡ�SDUWLFXODUO\�
ZKHUH�FULPLQDOV�LPSHUVRQDWH�WUXVWHG�RUJDQLVDWLRQV��7DNH�)LYH�LV�EDFNHG�E\�)LQDQFLDO�)UDXG�
$FWLRQ�8.��))$�8.��SDUW�RI�8.�)LQDQFH��+0*�YLD�WKH�+RPH�2IʳFH�DQG�D�UDQJH�RI�SDUWQHUV�
LQFOXGLQJ�EDQNV��EXLOGLQJ�VRFLHWLHV��ODZ�HQIRUFHPHQW�DJHQFLHV��FRPPHUFLDO��SXEOLF�DQG�7KLUG�
Sector organisations. 

%\�ZRUNLQJ�WRJHWKHU�EDQNV��WKH�ʳQDQFLDO�LQGXVWU\��*RYHUQPHQW�DQG�FRQVXPHUV�FDQ�KHOS�WR�VWRS�
fraud.  
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